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1
Decision/action requested

 It is proposed to approve the contents for TS 33.501 Clause 6.2
2
References

 [1]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture"
3
Rationale

This contribution provides content reated to key derivation to clause 6.2 Key hierarchy in TS 33.501. The text proposed in this pCR is similar to the corresponding subclause 6.2 in TS 33.401. For the purpose of readability, only the changes from TS 33.401 are shown in track change mode. However, the entire text in this pCR is proposed for inclusion in TS 33.501.

4
Detailed proposal
                      *************Start of Change*************
6.2
Key Hierarcy

6.2.x
Key derivation scheme

Editor’s Note: The content of this clause is meant to correspond to TS 33.401, clause 6.2, more precisely the parts related to the key derivation and distribution scheme.
Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2.2-1 shows the corresponding relations and derivations as performed in the ME. Two dashed inputs to a KDF means one of the inputs is used depending on the circumstances of the key derivation.
NOTE: Figures 6.2.2-1 and 6.2.2-2 do not cover the derivations at IRAT mobility (see clauses FFS and FFS).
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Figure 6.2.2-1: Key distribution and key derivation scheme for 5G network nodes 
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Figure 6.2.2-2: Key distribution and key derivation scheme for 5G (in particular NR) for ME 
As the figures 6.2.2-1 and 6.2.2-2 show, the length of KSEAF,  KAMF,, KgNB and NH is 256 bits, 256-bit NAS, UP and RRC keys are always derived from KAMF and KgNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used. Figures 6.2.2-1 and 6.2.2-2 illustrate the truncation to 128 bits keys.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex FFS.

*************End of Change*************
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